
Information is power, as the old adage goes, and this is certainly 
true in the context of  technology-enabled global development 
interventions. How information is collected, stored, analyzed, 
shared, and used has serious implications for both the 
populations about whom data are being transmitted, and the 
organizations transmitting the data. Principle 8: Address Privacy 
& Security provides a framework for considering how to protect 
user privacy and the security of  data, devices, and tools.
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As the international development 
community matures in its use of 
information and communications 
technologies, many hard lessons 
have been learned. The Principles 
for Digital Development are  

“living” guidelines, designed to be 
updated and refined over time, 
which can help international 
development practitioners 
integrate established best 
practices into technology-enabled 
programs. This document is one of 
a series taking a closer look at each 
Principle. For more information 
visit digitalprinciples.org.

ABOUT THE 
PRINCIPLES

In areas experiencing conflict or 
recovering from natural disaster, the 
delivery of  commodities like food 
and medicine is an essential part of  
humanitarian aid. Yet in war-torn 
countries like Syria, security concerns 
can dictate that international NGOs 
rely on local partners to move supplies 
from border points to their final 
destination. 

To enable the remote tracking of  
humanitarian aid packages being 
transferred during Syria’s ongoing 
civil conflict, in 2012 the International 
Rescue Committee partnered with 

SoukTel to develop the digital 
Commodity Tracking System (CTS) 
software. Billed by Wired as “a FedEx-
style system for humanitarian aid,” 
CTS pairs a data collection application 
for Android devices with a server-
hosted package tracking system. 

Before designing CTS, the 
International Rescue Committee 
conducted a risk assessment to ensure 
the safety of  partners and people 
working in Syria. The resulting data 
privacy measures ensure that no 
personally identifiable information is 
captured. Packages are tracked using 

a unique Quick Response “QR” code, 
and once packages are scanned the 
resulting data is encrypted, securely 
uploaded to cloud-based servers, and 
deleted from the partner’s mobile 
device. Instead of  using personal 
SIM data, CTS assigns abstract device 
IDs that link a device to a partner or 
individual user. CTS is an open source 
customization of  the ODK Collect 
software that is now being maintained 
by the North Carolina-based Caktus 
Group. Find the CTS code base and 
linked documentation on GitHub at   
https://github.com/theirc/CTS/.

CASE STUDY

WHAT IT IS
 ̿ Assess and mitigate risks to the 

security of  users and their data.

 ̿ Consider the context and needs for 
privacy of  personally identifiable 
information when designing 
solutions and mitigate accordingly.

 ̿ Ensure equity and fairness in 
co-creation, and protect the best 
interests of  the end-users.
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RESOURCES
 ̿ OECD Privacy Principles 

http://goo.gl/bfbe5t 

 ̿ EU Protection of Personal Data Principles 
http://goo.gl/uC8Rbp

 ̿ UN General Assembly Guidelines for the 
Regulation of Computerized Personal 
Data Files 
http://goo.gl/fXp1AH

 ̿ Privacy by Design   
https://goo.gl/vvF4Px

 ̿ UN Global Pulse Privacy and Data 
Protection Principles 
http://goo.gl/9IYkR6 

 ̿ Responsible Data Forum 
https://goo.gl/w2WCv0

 ̿ ICRC Professional Standards for 
Protection Work 
https://goo.gl/sWKHNS

 ̿ International Standards on the Protection  
of Personal Data and Privacy 
http://goo.gl/O7JbkC

COMMUNITY INSIGHTS
 ̿ Technology confers access to information, 

and access to information confers power. 
Privacy needs to become an inseparable 
part of  all tech-supported development. 

 ̿ By generating data about individuals’ 
identities, behaviors, activities, and 
locations, technology opens the door 
for unintended and unanticipated 
outcomes that can lead to significant 
risks, particularly for the most vulnerable 
populations. 

 ̿ Beyond keeping user’s personal 
information private, and data that is 
collected secure, addressing privacy  
and security is about respect for and 
protection of  the individual producers  
of  data, and preserving their fundamental 
human rights.

 ̿ The integration of  digital tools into 
international development is requiring 
new principles, policies, and practices with 
regard to data privacy and protection. This 
is particularly true in an era of  big data.  

 ̿ Think about privacy and security from the 
beginning and embed it into project and 
program design. Any checklist or set of  
best practices is just the start; protecting 
privacy and security requires expert 
guidance and meaningful implementation.

 ̿ Identify a point of  contact within your 
organization who can discuss how your 
organization handles privacy and security, 
and answer data producers’ questions.

 ̿ Create a governance structure that deals 
with accountability and enforcement

 ̿ Ensure staff  have guidance and support, 
and that privacy and security guidelines 
are understandable and usable by staff   
and contractors.

PRIVACY
 ̿ Privacy concerns how we control access to 

personal information/data, including the 
extent, circumstances, and effects  
of  sharing. 

 ̿ Even anonymized and aggregated 
information can lead to individual re-
identification. 

 ̿ Some basic principles of  privacy: Be 
proactive, not reactive; treat protection of  
personal data as a default setting; embed 
privacy into design; offer end-to-end 
security for personal data; be transparent 
about how data is collected and used; be 
responsive to concerns and queries; ensure 
data accuracy and confidentiality.

 ̿ Ensure that personal data is being used 
for a specific, fair, and justified purpose. 
Consider that data use should be necessary 
and proportionate to the identified and 
consented to purpose

 ̿ Consent should be obtained whenever 
personal data are gathered, and careful 
consideration should be given to  
data reuse.

 ̿ Consider consent versus understanding 
versus choice. People can be overwhelmed 
by information. Even where people 
understand, sometimes consent is not 
choice unless there are meaningful 
alternatives.

 ̿ Transparency should be an ongoing 
commitment. Transparent policies with 
a description of  data processing flows 
should be one of  the first steps. Individuals 
should receive regular notice about when 
and how their personal data are being 
used, who their data are being shared with, 
and who has requested their data. 

 ̿ When defining control and use of  data, 
organizations should consider the 
principle of  minimization, which says data 
processors should collect only essential 
data, keep data for the minimum possible 
time, and destroy the data when they are 
no longer needed. 
 
 
 
 
 

SECURITY
 ̿ Information security is about controlling 

who has access to data and under what 
circumstances. Measures can include 
checklists, technical tools like encryption, 
and policies governing authorized users 
who can validate and access information. 

 ̿ Know all the touchpoints and 
organizations that will handle data 
apart from your own. Consider privacy 
and security in the transfer of  data, 
particularly across international 
borders, as well as in the outsourcing and 
subcontracting of  data.

 ̿ Consider that the use of  shortcodes and 
SMS often mean that any information 
shared over mobile telecommunication 
channels may be shared with or accessed 
by other parties, such as third party 
aggregators, marketing companies, or 
government agencies.  

 ̿ Include security requirements with 
functional requirements, such as use of: 
initial configuration where default settings 
may not be sufficient; security testing, 
updates, and maintenance; minimally 
privileged accounts; strong passwords; and 
validation of  all user-provided inputs.

 ̿ Recognize that there is still a gap  
between available technologies and best 
practice, such as the lack of  standards  
and methodologies for the use of  
anonymized data.

 ̿ The move to the cloud will further 
complicate some of  the issues. There is 
not yet a universally binding resolution 
covering all countries in the context of  
cloud computing.

 ̿ Balance privacy and security measures 
with expected risks and benefits. Aim to 
support both the analytical benefits of  
data with protection of  producers of   
those data.


